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his book is a collection of essays on security: on security technology, on

security policy, on how security works in the real world. Some are about
specific technologies, like voting machines or national ID cards. Some are
about specific targets, like airplanes or the Olympics. And some are about
general trends, like increasing complexity or human behavior.

All have been published before—between June 2002 and June 2008—in
newspapers, magazines, websites, and my own monthly e-mail newsletter
Crypto-Gram.

Although T have grouped them by topic and have arranged them within
those topics, they all stand alone and can be read in any order. (There is some
overlap of material because it appeared in different locations for different
audiences.) You don’t even have to read this introduction first. Actually, it
might be better if you read a few essays first, then returned once you started
wondering who in the world I am and what authority I have to write this
broadly about security.

I'm a security technologist. I've worked for many companies, small and
large, both as an employee and as a consultant. Over the years, my career has
been a series of generalizations: from cryptography and mathematical security
to computer and network security, and from there to more general security
technology. More recently, I've been researching and writing about the inter-
action between security technology and people: the economics of security
and, most recently, the psychology of security.

It turns out that these human issues are the most important of all. Security
is often about technology, but it's always about people. People are the reason
security exists in the first place, and people are at the core of any security
breach. Technology helps—both the attacker and defender, actually, although
in different ways—but security is fundamentally about people.

There are four points I want to make in this introduction, points you
should keep in mind as you read the essays in this book and whenever you
encounter anything security-related:

Security is a trade-off. There’s no such thing as absolute security. Life
entails risk, and all security involves trade-offs. We get security by
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Introduction

giving something up: money, time, convenience, capabilities, liber-
ties, etc. Sometimes we make these trade-offs consciously, and some-
times we make them unconsciously.

You are a security consumer. You get to make these trade-offs,
whether they be personal, corporate, national, or whatever. “Is this
security measure effective?” is not a good question. It's much better
to ask: “Is this a good trade-off?” These trade-offs are subjective.
There’s not always one answer, because not all costs are objective.
Costs like inconvenience, time, and a feeling of security are subjec-
tive. Just as different consumers choose different cleaning products,
different television shows, and different vacation destinations, differ-
ent people will make different security trade-offs.

Security is a system. People often think of security in terms of spe-
cific attacks and defenses. But it’s not that simple. Security is always
part of a system, and that system is always more complex than the
individual components. Identification systems are much more than
the ID card. Bank vault security is more than the metal box.
Whatever the system is, security should always be analyzed in the
context of the broader system.

Technology causes security imbalances. The thing about technology
is that it changes trade-offs. It makes something cheaper, or more
expensive; faster, or more time-consuming. Technological advances
can make some attacks easier, or it can make some defenses easier. In
today’s rapidly changing technological world, it is important to watch
for new security imbalances.

Much of this book consists of common-sense, although often uncommon,

application of these four principles.

If you're done and want to read more, I have two recommendations. The

first is my previous book, Beyond Fear: Thinking Sensibly About Security in an
Uncertain World, first published in 2003. The second is to subscribe to my free
monthly e-mail newsletter, Crypto-Gram. You can also visit my blog and wan-

der through my pages of essays. The newsletter, the blog, and information

about my books are all at http://www.schneier.com/.



What the Terrorists Want

Originally published in Wired, 24 August 2006

n August 16, two men were escorted off a plane headed for Man-
chester, England, because some passengers thought they looked
either Asian or Middle Eastern, might have been talking Arabic, wore leather
jackets, and looked at their watches—and the passengers refused to fly with
them on board. The men were questioned for several hours and then released.
On August 15, an entire airport terminal was evacuated because someone’s
cosmetics triggered a false positive for explosives. The same day, a Muslim
man was removed from an airplane in Denver for reciting prayers. The
Transportation Security Administration decided that the flight crew overre-
acted, but he still had to spend the night in Denver before flying home the
next day. The next day, a Port of Seattle terminal was evacuated because a cou-
ple of dogs gave a false alarm for explosives.

On August 19, a plane made an emergency landing in Tampa, Florida, after
the crew became suspicious because two of the lavatory doors were locked.
The plane was searched, but nothing was found. Meanwhile, a man who tam-
pered with a bathroom smoke detector on a flight to San Antonio was cleared
of terrorism, but only after having his house searched.

On August 16, a woman suffered a panic attack and became violent on a
flight from London to Washington, so the plane was escorted to Boston’s Logan
Airport by fighter jets. “The woman was carrying hand cream and matches but
was not a terrorist threat,” said the TSA spokesman after the incident.

And on August 18, a plane flying from London to Egypt made an emer-
gency landing in Italy when someone found a bomb threat scrawled on an air
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sickness bag. Nothing was found on the plane, and no one knows how long
the note was on board.

I'd like everyone to take a deep breath and listen for a minute.

The point of terrorism is to cause terror—sometimes to further a political
goal, and sometimes out of sheer hatred. The people terrorists kill are not the
targets; they are collateral damage. And blowing up planes, trains, markets, or
buses is not the goal; those are just tactics. The real targets of terrorism are
the rest of us: the billions of us who are not killed but are terrorized because
of the killing. The real point of terrorism is not the act itself, but our reaction
to the act.

And we're doing exactly what the terrorists want.

We're all a little jumpy after the recent arrest of 23 terror suspects in
Great Britain. The men were reportedly plotting a liquid-explosive attack on
airplanes, and both the press and politicians have been trumpeting the story
ever since.

In truth, it's doubtful that their plan would have succeeded; chemists have
been debunking the idea since it became public. Certainly the suspects were
a long way off from trying: None had bought airline tickets, and some didn’t
even have passports.

Regardless of the threat, from the would-be bombers’ perspective, the
explosives and planes were merely tactics. Their goal was to cause terror, and
in that they’ve succeeded.

Imagine for a moment what would have happened if they had blown up ten
planes. There would be canceled flights, chaos at airports, bans on carry-on
luggage, world leaders talking tough new security measures, political postur-
ing and all sorts of false alarms as jittery people panicked. To a lesser degree,
that’s basically what's happening right now.

Our politicians help the terrorists every time they use fear as a campaign
tactic. The press helps every time it writes scare stories about the plot and the
threat. And if we're terrified, and we share that fear, we help. All of these
actions intensify and repeat the terrorists’ actions, and increase the effects of
their terror.

(I am not saying that the politicians and press are terrorists, or that they
share any of the blame for terrorist attacks. I'm not that stupid. But the sub-
ject of terrorism is more complex than it appears, and understanding its var-
ious causes and effects are vital for understanding how to best deal with it.)

The implausible plots and false alarms actually hurt us in two ways. Not
only do they increase the level of fear, but they also waste time and resources
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that could be better spent fighting the real threats and increasing actual secu-
rity. I'll bet the terrorists are laughing at us.

Another thought experiment: Imagine for a moment that the British gov-
ernment had arrested the 23 suspects without fanfare. Imagine that the TSA
and its European counterparts didn’t engage in pointless airline security
measures like banning liquids. And imagine that the press didn’t write about
it endlessly, and that the politicians didn’t use the event to remind us all how
scared we should be. If we’d reacted that way, then the terrorists would have
truly failed.

Its time we calm down and fight terror with anti-terror. This does not
mean that we simply roll over and accept terrorism. There are things our gov-
ernment can and should do to fight terrorism, most of them involving intel-
ligence and investigation—and not focusing on specific plots.

But our job is to remain steadfast in the face of terror, to refuse to be ter-
rorized. Our job is to not panic every time two Muslims stand together check-
ing their watches. There are approximately 1 billion Muslims in the world, a
large percentage of them not Arab, and about 320 million Arabs in the Middle
East, the overwhelming majority of them not terrorists. Our job is to think
critically and rationally, and to ignore the cacophony of other interests trying
to use terrorism to advance political careers or increase a television show’s
viewership.

The surest defense against terrorism is to refuse to be terrorized. Our job
is to recognize that terrorism is just one of the risks we face, and not a par-
ticularly common one at that. And our job is to fight those politicians who
use fear as an excuse to take away our liberties and promote security theater
that wastes money and doesn’t make us any safer.

Movie-Plot Threats

Originally published in Wired, 8 September 2005

Sometimes it seems like the people in charge of homeland security spend too
much time watching action movies. They defend against specific movie plots
instead of against the broad threats of terrorism.

We all do it. Our imaginations run wild with detailed and specific threats.
We imagine anthrax spread from crop dusters. Or a contaminated milk supply.
Or terrorist scuba divers armed with almanacs. Before long, we’re envisioning
an entire movie plot—without Bruce Willis to save the day. And we’re scared.
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Psychologically, this all makes sense. Humans have good imaginations. Box
cutters and shoe bombs conjure vivid mental images. “We must protect the
Super Bowl” packs more emotional punch than the vague “we should defend
ourselves against terrorism.”

The 9/11 terrorists used small pointy things to take over airplanes, so we
ban small pointy things from airplanes. Richard Reid tried to hide a bomb in
his shoes, so now we all have to take off our shoes. Recently, the Department
of Homeland Security said that it might relax airplane security rules. It’s not
that there’s a lessened risk of shoes, or that small pointy things are suddenly
less dangerous. It’s that those movie plots no longer capture the imagination
like they did in the months after 9/11, and everyone is beginning to see how
silly (or pointless) they always were.

Commuter terrorism is the new movie plot. The London bombers carried
bombs into the subway, so now we search people entering the subways. They
used cell phones, so we're talking about ways to shut down the cell-phone
network.

It’s too early to tell if hurricanes are the next movie-plot threat that cap-
tures the imagination.

The problem with movie-plot security is that it only works if we guess
right. If we spend billions defending our subways, and the terrorists bomb a
bus, we've wasted our money. To be sure, defending the subways makes com-
muting safer. But focusing on subways also has the effect of shifting attacks
toward less-defended targets, and the result is that we’re no safer overall.

Terrorists don’t care if they blow up subways, buses, stadiums, theaters,
restaurants, nightclubs, schools, churches, crowded markets or busy intersec-
tions. Reasonable arguments can be made that some targets are more attrac-
tive than others: airplanes because a small bomb can result in the death of
everyone aboard, monuments because of their national significance, national
events because of television coverage, and transportation because most peo-
ple commute daily. But the United States is a big country; we can’t defend
everything.

One problem is that our nation’s leaders are giving us what we want. Party
affiliation notwithstanding, appearing tough on terrorism is important. Voting
for missile defense makes for better campaigning than increasing intelligence
funding. Elected officials want to do something visible, even if it turns out to
be ineffective.

The other problem is that many security decisions are made at too low a
level. The decision to turn off cell phones in some tunnels was made by those
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in charge of the tunnels. Even if terrorists then bomb a different tunnel else-
where in the country, that person did his job.

And anyone in charge of security knows that he’ll be judged in hindsight.
If the next terrorist attack targets a chemical plant, we’ll demand to know why
more wasn’t done to protect chemical plants. If it targets schoolchildren, we’ll
demand to know why that threat was ignored. We won'’t accept “we didn’t
know the target” as an answer. Defending particular targets protects reputa-
tions and careers.

We need to defend against the broad threat of terrorism, not against spe-
cific movie plots. Security is most effective when it doesn’t make arbitrary
assumptions about the next terrorist act. We need to spend more money on
intelligence and investigation: identifying the terrorists themselves, cutting
off their funding, and stopping them regardless of what their plans are. We
need to spend more money on emergency response: lessening the impact of a
terrorist attack, regardless of what it is. And we need to face the geopolitical
consequences of our foreign policy and how it helps or hinders terrorism.

These vague things are less visible, and dont make for good political
grandstanding. But they will make us safer. Throwing money at this year’s
movie plot threat won't.

Fixing Intelligence Failures

Originally published in Crypto-Gram, 15 June 2002

Could the intelligence community have connected the dots? Why didn'’t any-
one connect the dots? How can we make sure we connect the dots next time?
Dot connecting is the metaphor of the moment in Washington, as the various
politicians scramble to make sure that 1) their pet ideas for improving domes-
tic security are adopted, and 2) they don't get blamed for any dot connection
failures that could have prevented 9/11.

Unfortunately, it's the wrong metaphor. We all know how to connect the
dots. They’re right there on the page, and they’re all numbered. All you have
to do is move your crayon from one dot to another, and when you’re done
you've drawn a lion. It’s so easy a three-year-old could do it; what’s wrong with
the FBI and the CIA?

The problem is that the dots can only be numbered after the fact. With the
benefit of hindsight, it's easy to draw lines from people in flight school here,
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to secret meetings in foreign countries there, over to interesting tips from for-
eign governments, and then to INS records. Before 9/11, it's not so easy. Rather
than thinking of intelligence as a simple connect-the-dots picture, think of it
as a million unnumbered pictures superimposed on top of each other. Or a
random-dot stereogram. Is it a lion, a tree, a cast iron stove, or just an unin-
telligible mess of dots? You try and figure it out.

This isn't to say that the United States didn’t have some spectacular failures
in analysis leading up to 9/11. Way back in the 30 September 2001 issue of
Crypto-Gram, 1 wrote: “In what I am sure is the mother of all investigations,
the CIA, NSA, and FBI have uncovered all sorts of data from their files, data
that clearly indicates that an attack was being planned. Maybe it even clearly
indicates the nature of the attack, or the date. 'm sure lots of information is
there, in files, intercepts, computer memory.” I was guessing there. It seems
that there was more than I thought.

Given the bits of information that have been discussed in the press, I would
have liked to think that we could have prevented this one, that there was a
single Middle Eastern Terrorism desk somewhere inside the intelligence com-
munity whose job it was to stay on top of all of this. It seems that we couldn,
and that there wasn't. A budget issue, most likely.

Still, I think the “whose fault is it?” witch hunt is a bit much. Not that I
mind seeing George Bush on the defensive. I've gotten sick of his “we’re at
war, and if you criticize me you're being unpatriotic” nonsense, and I think
the enormous damage John Ashcroft has done to our nation’s freedoms and
liberties will take a generation and another Warren Court to fix. But all this
finger-pointing between the CIA and FBI is childish, and I'm embarrassed by
the Democrats who are pushing through their own poorly thought out secu-
rity proposals so they’re not viewed in the polls as being soft on terrorism.

My preference is for less politics and more intelligent discussion. And I'd
rather see the discussion center on how to improve things for next time,
rather than on who gets the blame for this time. So, in the spirit of biparti-
sanship (there are plenty of nitwits in both parties), here are some points for
discussion:

It’s not about data collection; it’s about data analysis. Again from the
30 September 2001 issue of Crypto-Gram: “Demands for even more
surveillance miss the point. The problem is not obtaining data, it’s
deciding which data is worth analyzing and then interpreting it.
Everyone already leaves a wide audit trail as we go through life, and
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law enforcement can already access those records with search war-
rants [and subpoenas]. The FBI quickly pieced together the terrorists’
identities and the last few months of their lives, once they knew where
to look. If they had thrown up their hands and said that they couldn’t
figure out who did it or how, they might have a case for needing
more surveillance data. But they didn’t, and they don't.

Security decisions need to be made as close to the source as possible.
This has all sorts of implications: airport X-ray machines should be
right next to the departure gates, like they are in some European air-
ports; bomb target decisions should be made by the generals on the
ground in the war zone, not by some bureaucrat in Washington; and
investigation approvals should be granted the FBI office that’s closest
to the investigation. This mode of operation has more opportunities
for abuse, so oversight is vital. But it is also more robust, and the best
way to make things work. (The U.S. Marine Corps understands this
principle; it’s the heart of their chain of command rules.)

Data correlation needs to happen as far away from the sources as pos-
sible. Good intelligence involves finding meaning amongst enormous
reams of irrelevant data, and then organizing all those disparate pieces
of information into coherent predictions about what will happen next.
It requires smart people who can see connections, and access to
information from many different branches of government. It can’t be
by the various individual pieces of bureaucracy, whether it be the
CIA, FBI, NSA, INS, Coast Guard, etc. The whole picture is larger
than any of them, and each one only has access to a small piece.
Intelligence and law enforcement have fundamentally different mis-
sions. The FBI’s model of operation—investigation of past crimes—
does not lend itself to an intelligence paradigm: prediction of future
events. On the other hand, the CIA is prohibited by law from spying
on citizens. Expecting the FBI to become a domestic CIA is a terrible
idea; the missions are just too different and that’s too much power to
consolidate under one roof. Turning the CIA into a domestic intelli-
gence agency is an equally terrible idea; the tactics that they regularly
use abroad are unconstitutional here.

Don't forget old-fashioned intelligence gathering. Enough with the
Echelon-like NSA programs where everything and anything gets
sucked into an enormous electronic maw, never to be looked at
again. Lots of Americans managed to become part of al-Qaeda

7
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(a 20-year-old Californian did it, for crying out loud); why weren't
any of them feeding intelligence to the CIA? Get out in the field and
do your jobs.

Organizations with investigative powers require constant oversight. If
we want to formalize a domestic intelligence agency, we are going to
need to be very careful about how we do it. Many of the checks and
balances that Ashcroft is discarding were put in place to prevent abuse.
And abuse is rampant—at the federal, state, and local levels. Just
because everyone is feeling good about the police today doesn’t mean
that things won’t change in the future. They always do.

Fundamental changes in how the United States copes with domestic
terrorism requires, um, fundamental changes. Much as the Bush
administration would like to ignore the constitutional issues sur-
rounding some of their proposals, those issues are real. Much of what
the Israeli government does to combat terrorism in its country, even
some of what the British government does, is unconstitutional in the
United States. Security is never absolute; it always involved trade-
offs. If we’re going to institute domestic passports, arrest people in
secret and deny them any rights, place people with Arab last names
under continuous harassment, or methodically track everyone’s
financial dealings, we’re going to have to rewrite the Constitution. At
the very least, we need to have a frank and candid debate about what
we're getting for what we'’re giving up. People might want to live in a
police state, but let them at least decide willingly to live in a police
state. My opinion has been that it is largely unnecessary to trade civil
liberties for security, and that the best security measures—reinforcing
the airplane cockpit door, putting barricades and guards around
important buildings, improving authentication for telephone and
Internet banking—have no effect on civil liberties. Broad surveillance
is a mark of bad security.

All in all, 'm not sure how the Department of Homeland Security is going
to help with any of this. Taking a bunch of ineffectual little bureaucracies and
lumping them together into a single galumptious bureaucracy doesn’t seem
like a step in the right direction. Leaving the FBI and CIA out of the mix—
the largest sources of both valuable information and turf-based problems—
doesn’t help, either. And if the individual organizations squabble and refuse
to share information, reshuffling the chain of command isn't really going to
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make any difference—itll just add needless layers of management. And don't
forget the $37 billion this is all supposed to cost, assuming there aren'’t the
usual massive cost overruns. Couldn’t we better spend that money teaching
Arabic to case officers, hiring investigators, and doing various things that
actually will make a difference?

The problems are about politics and policy, and not about form and struc-
ture. Fix the former, and fixing the latter becomes easy. Change the latter
without fixing the former, and nothing will change.

I'm not denying the need for some domestic intelligence capability. We
need something to respond to future domestic threats. 'm not happy with this
conclusion, but I think it may be the best of a bunch of bad choices. Given
this, the thing to do is make sure we approach that choice correctly, paying
attention to constitutional protections, respecting privacy and civil liberty,
and minimizing the inevitable abuses of power.

Data Mining for Terrorists

Originally published in Wired, 9 March 2006

In the post-9/11 world, there’s much focus on connecting the dots. Many
believe that data mining is the crystal ball that will enable us to uncover
future terrorist plots. But even in the most wildly optimistic projections, data
mining isn’t tenable for that purpose. We're not trading privacy for security;
we're giving up privacy and getting no security in return.

Most people first learned about data mining in November 2002, when
news broke about a massive government data mining program called Total
Information Awareness. The basic idea was as audacious as it was repellent:
Suck up as much data as possible about everyone, sift through it with massive
computers, and investigate patterns that might indicate terrorist plots.
Americans across the political spectrum denounced the program, and in Sep-
tember 2003, Congress eliminated its funding and closed its offices.

But TIA didn’t die. According to The National Journal, it just changed its
name and moved inside the Defense Department.

This shouldn’t be a surprise. In May 2004, the General Accounting Office
published a report that listed 122 different federal government data mining
programs that used people’s personal information. This list didn’t include
classified programs, like the NSA’s eavesdropping effort, or state-run programs
like MATRIX.
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The promise of data mining is compelling, and convinces many. But it’s
wrong. We're not going to find terrorist plots through systems like this, and
we're going to waste valuable resources chasing down false alarms. To under-
stand why, we have to look at the economics of the system.

Security is always a trade-off, and for a system to be worthwhile, the advan-
tages have to be greater than the disadvantages. A national security data min-
ing program is going to find some percentage of real attacks, and some
percentage of false alarms. If the benefits of finding and stopping those attacks
outweigh the cost—in money, liberties, etc.—then the system is a good one.
If not, then you’d be better off spending that cost elsewhere.

Data mining works best when there’s a well-defined profile you're search-
ing for, a reasonable number of attacks per year, and a low cost of false alarms.
Credit card fraud is one of data mining’s success stories: all credit card com-
panies data mine their transaction databases, looking for spending patterns
that indicate a stolen card. Many credit card thieves share a pattern—purchase
expensive luxury goods, purchase things that can be easily fenced, etc.—and
data mining systems can minimize the losses in many cases by shutting down
the card. In addition, the cost of false alarms is only a phone call to the card-
holder asking him to verify a couple of purchases. The cardholders don't even
resent these phone calls—as long as they’re infrequent—so the cost is just a
few minutes of operator time.

Terrorist plots are different. There is no well-defined profile, and attacks
are very rare. Taken together, these facts mean that data mining systems won't
uncover any terrorist plots until they are very accurate, and that even very
accurate systems will be so flooded with false alarms that they will be useless.

All data mining systems fail in two different ways: false positives and false
negatives. A false positive is when the system identifies a terrorist plot that
really isn’t one. A false negative is when the system misses an actual terrorist
plot. Depending on how you “tune” your detection algorithms, you can err
on one side or the other: you can increase the number of false positives to
ensure that you are less likely to miss an actual terrorist plot, or you can
reduce the number of false positives at the expense of missing terrorist plots.

To reduce both those numbers, you need a well-defined profile. And that’s
a problem when it comes to terrorism. In hindsight, it was really easy to con-
nect the 9/11 dots and point to the warning signs, but it's much harder before
the fact. Certainly, there are common warning signs that many terrorist plots
share, but each is unique, as well. The better you can define what you're looking
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for, the better your results will be. Data mining for terrorist plots is going to
be sloppy, and it’s going to be hard to find anything useful.

Data mining is like searching for a needle in a haystack. There are 900 mil-
lion credit cards in circulation in the United States. According to the FTC
September 2003 Identity Theft Survey Report, about 1% (10 million) cards
are stolen and fraudulently used each year. Terrorism is different. There are
trillions of connections between people and events—things that the data min-
ing system will have to “look at”—and very few plots. This rarity makes even
accurate identification systems useless.

Let’s look at some numbers. We'll be optimistic. We'll assume the system
has a 1 in 100 false positive rate (99% accurate), and a 1 in 1,000 false nega-
tive rate (99.9% accurate).

Assume one trillion possible indicators to sift through: thats about ten
events—e-mails, phone calls, purchases, web surfings, whatever—per person
in the U.S. per day. Also assume that 10 of them are actually terrorists plotting.

This unrealistically accurate system will generate one billion false alarms for
every real terrorist plot it uncovers. Every day of every year, the police will
have to investigate 27 million potential plots in order to find the one real ter-
rorist plot per month. Raise that false-positive accuracy to an absurd 99.9999%
and you're still chasing 2,750 false alarms per day—but that will inevitably
raise your false negatives, and you're going to miss some of those ten real plots.

This isn’t anything new. In statistics, it’s called the “base rate fallacy,” and
it applies in other domains as well. For example, even highly accurate med-
ical tests are useless as diagnostic tools if the incidence of the disease is rare
in the general population. Terrorist attacks are also rare, so any “test” is going
to result in an endless stream of false alarms.

This is exactly the sort of thing we saw with the NSAs eavesdropping pro-
gram: The New York Times reported that the computers spat out thousands of
tips per month. Every one of them turned out to be a false alarm.

And the cost was enormous: not just the cost of the FBI agents running
around chasing dead-end leads instead of doing things that might actually
make us safer, but also the cost in civil liberties. The fundamental freedoms
that make our country the envy of the world are valuable, and not something
that we should throw away lightly.

Data mining can work. It helps Visa keep the costs of fraud down, just as
it helps Amazon.com show me books that I might want to buy, and Google
show me advertising I'm more likely to be interested in. But these are all
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instances where the cost of false positives is low—a phone call from a Visa
operator, or an uninteresting ad—and in systems that have value even if there
is a large number of false negatives.

Finding terrorism plots is not a problem that lends itself to data mining. Its a
needle-in-a-haystack problem, and throwing more hay on the pile doesn’t make
that problem any easier. We'd be far better off putting people in charge of inves-
tigating potential plots and letting them direct the computers, instead of putting
the computers in charge and letting them decide who should be investigated.

The Architecture of Security

Originally published in Wired, 19 October 2006

You've seen them: those large concrete blocks in front of skyscrapers, monu-
ments, and government buildings, designed to protect against car and truck
bombs. They sprang up like weeds in the months after 9/11, but the idea is much
older. The prettier ones doubled as planters; the uglier ones just stood there.

Form follows function. From medieval castles to modern airports, security
concerns have always influenced architecture. Castles appeared during the
reign of King Stephen of England because they were the best way to defend
the land and there wasn't a strong king to put any limits on castle-building.
But castle design changed over the centuries in response to both innovations
in warfare and politics, from motte-and-bailey to concentric design in the late
medieval period to entirely decorative castles in the 19th century.

These changes were expensive. The problem is that architecture tends
toward permanence, while security threats change much faster. Something
that seemed a good idea when a building was designed might make little sense
a century—or even a decade—Ilater. But by then it’s hard to undo those archi-
tectural decisions.

When Syracuse University built a new campus in the mid-1970s, the stu-
dent protests of the late 1960s were fresh on everybody’s mind. So the archi-
tects designed a college without the open greens of traditional college
campuses. It's now 30 years later, but Syracuse University is stuck defending
itself against an obsolete threat.

Similarly, hotel entries in Montreal were elevated above street level in the
1970s, in response to security worries about Quebecois separatists. Today the
threat is gone, but those older hotels continue to be maddeningly difficult to
navigate.
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Also in the 1970s, the Israeli consulate in New York built a unique security
system: a two-door vestibule that allowed guards to identify visitors and con-
trol building access. Now this kind of entryway is widespread, and buildings
with it will remain unwelcoming long after the threat is gone.

The same thing can be seen in cyberspace as well. In his book, Code and
Other Laws of Cyberspace, Lawrence Lessig describes how decisions about
technological infrastructure—the architecture of the Internet-become
embedded and then impracticable to change. Whether it’s technologies to pre-
vent file copying, limit anonymity, record our digital habits for later investi-
gation or reduce interoperability and strengthen monopoly positions, once
technologies based on these security concerns become standard it will take
decades to undo them.

It's dangerously shortsighted to make architectural decisions based on the
threat of the moment without regard to the long-term consequences of those
decisions.

Concrete building barriers are an exception: They're removable. They started
appearing in Washington, DC, in 1983, after the truck bombing of the Marines
barracks in Beirut. After 9/11, they were a sort of bizarre status symbol: They
proved your building was important enough to deserve protection. In New York
City alone, more than 50 buildings were protected in this fashion.

Today, they're slowly coming down. Studies have found they impede traf-
fic flow, turn into giant ashtrays, and can pose a security risk by becoming fly-
ing shrapnel if exploded.

We should be thankful they can be removed, and did not end up as per-
manent aspects of our cities’ architecture. We won'’t be so lucky with some of
the design decisions we're seeing about Internet architecture.

The War on the Unexpected

Originally published in Wired, 1 November 2007

We've opened up a new front on the war on terror. It’s an attack on the unique,
the unorthodox, the unexpected; its a war on different. If you act different,
you might find yourself investigated, questioned, and even arrested—even if
you did nothing wrong, and had no intention of doing anything wrong. The
problem is a combination of citizen informants and a CYA attitude among
police that results in a knee-jerk escalation of reported threats.
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This isn’t the way counterterrorism is supposed to work, but it's happening
everywhere. It’s a result of our relentless campaign to convince ordinary citi-
zens that they’re the front line of terrorism defense. “If you see something, say
something” is how the ads read in the New York City subways. “If you suspect
something, report it” urges another ad campaign in Manchester, England. The
Michigan State Police have a seven-minute video. Administration officials from
then-attorney general John Ashcroft to DHS Secretary Michael Chertoft to
President Bush have asked us all to report any suspicious activity.

The problem is that ordinary citizens don’t know what a real terrorist threat
looks like. They can’t tell the difference between a bomb and a tape dispenser,
electronic name badge, CD player, bat detector, or trash sculpture; or the dif-
ference between terrorist plotters and imams, musicians, or architects. All
they know is that something makes them uneasy, usually based on fear, media
hype, or just something being different.

Even worse: After someone reports a “terrorist threat,” the whole system is
biased towards escalation and CYA instead of a more realistic threat assessment.

Watch how it happens. Someone sees something, so he says something.
The person he says it to—a policeman, a security guard, a flight attendant—
now faces a choice: ignore or escalate. Even though he may believe that its a
false alarm, it’s not in his best interests to dismiss the threat. If he’s wrong, it'll
cost him his career. But if he escalates, he’ll be praised for “doing his job” and
the cost will be borne by others. So he escalates. And the person he escalates
to also escalates, in a series of CYA decisions. And before we're done, inno-
cent people have been arrested, airports have been evacuated, and hundreds
of police hours have been wasted.

This story has been repeated endlessly, both in the U.S. and in other coun-
tries. Someone—these are all real—notices a funny smell, or some white pow-
der, or two people passing an envelope, or a dark-skinned man leaving boxes
at the curb, or a cell phone in an airplane seat; the police cordon off the area,
make arrests, and/or evacuate airplanes; and in the end the cause of the alarm
is revealed as a pot of Thai chili sauce, or flour, or a utility bill, or an English
professor recycling, or a cell phone in an airplane seat.

Of course, by then it’s too late for the authorities to admit that they made a
mistake and overreacted, that a sane voice of reason at some level should have
prevailed. What follows is the parade of police and elected officials praising
each other for doing a great job, and prosecuting the poor victim—the person
who was different in the first place—for having the temerity to try to trick them.

For some reason, governments are encouraging this kind of behavior. It’s
not just the publicity campaigns asking people to come forward and snitch on
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